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INTRODUCTION

1. THE PURPOSE OF TESTING
1.1. What We Do

Testing consumes at least half of the labar expended fo produca aworking
program (BOEH75C, BROWT3, GOODT79, RADAR], WOLV75).* Few
programmers like testing and even fewer like test design—especially if
test desxgu and testing take longer than program design and coding. This
attitude is understandahle, Software is ephemeral: you Gan't point to
something physical. I thiok, deep down, maost of us don’t believe in soft- )
ware—at least not the way we believe int hardware. If software is insub-
stantial, then how much more insubstantial does software! testing seem?
4 There isn't even some debugged code to point to when we're throngh with
test design. The effort put into testing seems wasted if r.he tests don’t
reveal bugs.

There's another, deeper, problem with testing that's related fo the rea-
son we do it (MILL78B, MYER79). It's done to catch bugs. ‘There’s a
myth that if we were really good at programming, there would be no bugs
to catch. If only we could really concentrate, if everyone iised structured
progra.mmmg, top-down design, decision tables, if prograrrls were written
in SQUISH, if we had the right silver bullets, then there would be no

e

% bugs. So goes the myth. There are bugs, the myth says, Hecause we are
e bad ut what we do; and if we are bad at it, we should feel puilty about it.

o Therefore, testing and test desipn amount to an admission of failure,
which instills a goodly dose of pnilt. And the tedium of testing is just
] panishment for our errors. Punishment for what? For being human? Guilt

* The numbers yary, but most of the apparent variability resuits fom crestive eccounting, A debugger

spends minch time testing hypothesized causes of symptoms; 5o does & mail Fwe
include sll testing activities, of whatzver they are a part, the totel hme spent {esting by all parties ranges
from 309 to 90%, IE we only count formel tests conducted by an test gn:mp. the ange is
1095-25%.
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2 SOFTWARE TESTING TECHMOQUES

for what? For not achieving inhuman perfection? For not distinpuishing
between what another programmer thinks and what he says? Far nat

being telepathic? For not solving human communication problems that|

have been kicked around by philosophers and theologians for 40 centsu-
ries?

The statistics show that programming, done well, will still have ans to
three bugs per hundred statements (AKTYT1, ALBET6, BOEHTSE,

ENDR75, RADARL, SHOOTS, THAYTS, WERISBSR).¥ Certainly, if you|

have a 13% error rate, then you either need more prOETamming education
ar you deserve reprimand and guilt,** There are some persons who claim|

that they can write bug-free programs. Thers's a saying among sailors on
the Chesapezké Bay, whose sandy, shifting bottom outdates charts hefora
they're printed, “If you haves't rua agrotmd on the Chesapsake, yout
haven't zailed the Chesepeske much,™ So it is with programming ans |
bugs: [ have theém, you have them, we all have them—and the poiot is to
da what we cart te prevent them and to discover them as garly as possible!
bt not to feet guilty about them. Programmers! Cast out your griltl
Spend half your time in joyous testing and debugging! Thrill to the excite;
ment of the chase! Stallk bugs with care, methodology, and reason. Build
traps for them, Be more artful than thase devious bugs and taste the joy!

of guiltless programming! Testers! Break that software (as you must) and
drive it to the ultimate—but don't emjoy the programmer's pein.

1.2. Praductivity and Quality in Saftwars

Consider the manufacture of a ass-produced widget. Whatever the de-
sign cost, it is a smali part of the total cost when amortized over a Iargle
production run. Once in production, every manufacturing stage is sub-
jected to guality control and testing from component source inspection

final testing before shipping. If flews are discovered at any stzge, the
widget or past i it will either be discarded or cycled back for rework arld
correction. The assembly line’s productivity is measured by the sum of
the costs of the materials, the rework, and the discarded components, and
the cost of quality assurance and testing, There is a trade-off between
quality-assuraiice costs and manpfacturing costs. It insu:?ﬁ;ient effart is

« Pluase don't use that 195 rate 23 & standerd agalost which to measure grogrammer eRectivieness. Thears
are blg vesiations (from 0,01 f 10} which con be explained by complexity End eircumsiances alone, Also,
\faes-ofcnde (ususlly, Flinse-of-code) [s one of the worst cattplexity measures there Iz, Sco Chaptey 7.
«+ The worst I ever saw was & SOinstrtstioe assembly [anguage routine with 21 averaps of 2,1 bugs pur
insteuctiog afer syntax checking by the assembler, Thut person dida't betoog la programming,
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spent in quality assurance, the reject rate wilt be high and so will the net
cost. Conversely, if inspection is 50 good that all faults are caught as they
acour, inspection costs will dominate, and again net cost v'aill suffer. The
manufacturing process designers attempt to esteblish a level of testing and
quality assurance that minimizes net cost for a given quality objective.
Testing and quality-assurance costs for mannfactured itemns can be as low
as 2% in consumer products or as high ns 80% in products such as space-
ships, nuclear reactors, and aircraft, whers failures threaten lifs.

The relation between productivity and quality for software is very dif-
ferent from that for meawfactured goods. The “manufactiring’ cost of 2
software copy is trivial: the cost of the tape or disc and a few minutes of
computer tme., Furthermore, software “mannfactnrng’’ quality assur-
agee is antometed through the use of check sums and other ervor-detect-
ing methads. Software costs are dominated by development. Software
maintenance is unlike havdware mainfenance, It is not really “mainte-
nance™ but sn extended development in which ephancements zre de-
sipned and instalied and deficiencies correctad. The biggést part of soft-
ware cost is the cost of bugs: the cost of detecting them, the cost of
corvecting them, the cost of desigaing tests that discover them, and the
cost of rumming those tests. The main differsnce then between widget
produstivity and softwurs productivity is that for hardwar quality is only
ane of several productivity determinants, whereas for software, quality
and productivity are slmost indistinguishable. ;

1.3, Goals for Testing

Testing and test design, as parts of quality assurance, shoid also focus on
bug prevention, To the sxtent that testing and test design do not prevent
bugs, they should be able to discover symptoms cansed by bugs. Finally,
tests should provide clear diagnoses so that bugs can be éasilgr corrected.
Bug provention is testing's fitst goal. A prevented buglis better then a
detected and carrected bug because if the bug is prevented, there's no
eade to comrect. Morsover, no retesting is needed to confirm that the
correction was valid, no one is enbarrassed, no memory is consuned,
and prevented bugs can't wreek a schedule, More than the act of testing,
the act of desigring tests is cne of the best bug preventers known. The
thinking that must be done to create a useful test can discaver and elimi-
aate bugs hefore they ara coded—indeed, test-design thinking can dis-
caver axd sliminate bugs at every sfage in the creation of software, from
conception to specification, to desigm, coding, and the rest. For this res-
son, Dave Gelperin sid Bill Hetzel (GELPET) advacate “Test, then
code.” The ideal test activity would be so stcosssiul dt bug prevention
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that actual testing would be unhecessary because all bugs would ha.vi‘
been found and fixed during test design.*

Unforinnately, we can't achieve this ideal. Despite cur effort, there
be bugs becanse we are human, To the extent that tesiing fails to reach itd
primary goal, bug prevention, it must reach its secondary goal, bug disd
covery. Bugs are not always obvious. A bug is manifested in deviation
from expected behavior. A test design must document expectations, th
test procedure in detail, and the results of the actual test—all of which ar
subject to error, But knowing that a program is incorrect does not impl
knowing the bug. Different bugs can have the same manifestations, am:k
one bug can have marny symptoms. The symptoms and the causes can b
disentangled only by using many small detailed tests.

1.4. Phases in a Tester's Mental Life
1.4.1. Why Testing?

‘What's the purpose of testing? There’s an attitudinal progression charac!
terized by the following five phases:

PHASE 0—There's no difference between testing and debugging)
Other than in support of debugging, testing has no purpose.
PHASE 1—The purpose of testing is to show that the software workst

PHASE 2—The purpose of testiug is to show that the saftware doesn't
work.

PHASE 3—The purpose of testing is not to prove anything, but t6
reduce the perceived risk of not working to an acceptable value,

PHASE 4-—Testing is not an act, It is a mental discipline that results in
low-risk software without much testing effort,

1.4.2. Phase ¢ Thinking

I called the inability to distinguish between testing and debugging * phase
0" because it denies that testing matters, which is why I denied it thF
grace of 2 number. See Section 2.1 iu this chapter for the difference
batween testing and debugging. If phase 0 thinking dominates an orgam-

* I think that's what good programmers do—they test at every opporiualty. “Test early and often™ js

their motto, It's not that they have fewer bugs, buf that the habit of continual testing karps their bugs
private, and therefors cheaper,

i_
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zation, then there can be no effective testing, no guality assurance, and no
quality. Phase 0 thinking was the norm in the early days of software
development and dominated the scene until the early 19705 when testing
emerged as a discipline,

Phase 0 thinking was appropriate to an environment charactanzed by
expensive and scarce computing resources, low-cost (telative to hard-
ware) software, lone programmers, small projects, and throwaway soft-
ware. Today, this kind of thinking is the greatest cu!tu.ral barrier to good
testing and quality software. But phase 0 thinking isa problem for testers
und developers today becanse many software managers learned and prac-
ticed programming when this mode was the norm—-and it's hard to
change how you think,

14.3. Phase 1 Thinking—The Saftware Works 7

Phase 1 thinking represented progress bacanse it recognized the distinc-
tion between testing and debugging. This thinking dominated the leading
edge of testing until the late 1970s when its fallacy- was discovered, This
recognition is attributed to Myers (MYER79) who observed that it is self-
corrupting. It only takes one failed test to show that software doesn’t
work, but even an infinite nixmber of tests won't prove that it does. The
objective of phase 1 thinking is unachievable. The pmc'ess is eorrupted
because the probability of showing that the software woiks decreases as
testing increases; that is, the more you test, the likelier you are to find a
bug. Therefore, if your objective is to demonstrate a high probability of
working, that objective is best achieved by not testing at a1l Although this
conclusion may seem silly to the conscions, rationat mmd it is the kind of
syllogism that our unconscious mind loves to lmplement.

144, Phase 2 Thinking—-:f‘he Saftware Doesn’'t Warki

When, as testers, we shift our goal to phase 2 thinking we are no longer
working in cahoots with the designers, but against them The difference
between phase I and 2 thinking is illustratad by analogy 'ta the difference
between bookkeepers and auditors. The bookkaeper s goal is to show that
the books balance, but the auditor's goal is to show ithat despite the
appearance of balance, the bookkeeper has embezzled. Phase 2 thinking
leads to strong, revealing tests.

While one failed test satisfies the phase 2 goal, phase 2 thmkmg also has
limits. The test reveals a bug, the programmer corrects it, the test de-
signer designs and executes another test intended to denionstrate another
bug, Phasc 2 thinking leads to = never-ending scqucn:ce of ever more



8 SOFTWARE TESTING TECHNIQUES ;

|

diabaolical tests. Taken to extrames., it too gever ends, and the resu.gt ig
reliable sofiware that never gets s ipped. The trouble with phase 2 think-

ing is that we don't know when to stop. 1
14.35. Phase 3 Thinking—T, est for Risk Reduction

Fhase 3 thinking is nothing more than accepting the principles of statisti-
cal quality control, I say “accepting” rather than “implementing |be.
cause it's not obvious how statistical quality controf should be applied to
software. To the extent that testing catches bugs and to the extent that
those bugs are fixed, testing doey imprave the product, If a test is pa.siler_f,
then the product's quality does not cliznge, but our perception of that
quality does. Tasting, pess or fail, reduces our perception of risk shotit 2
software product, The more we test, the more we tast with harsh ta\:?;E,

the more confidence we have in the product, We'll risk release when that
confidence is high enough,* ’

14.6. Phase 4 Thinking—A State of Mind

The phass 4 thinker's knowledge of what testing can and can't do, com-
bined with knowing what makes software testable, results in software that
docsn't need much testing to achieve the lower-phase goals, Testabilitﬂ.r is
the goal for two reasons. The first and obvious reason is that we wani to
reduce the labor of testing. The second and mars important reason Is that
testable code has fewer bugs than code that's hard to test, The impact|on
productivity of these two factars working together is multiplicative. What

makes code testahle? One of the main reasons to learn test techniques fs

fo answer that question.

14.7. Cumulative Goals

The abave goals are cumulative. Debogging depends on testing as a tool
for probing hypothesized eavses of symptoms, There are many ways|to
break software that have nothing to da with the software’s functanal

requirements: phase 2 tests algne might never show that the softwdre -

does what it's supposed to do. It's impractical to break software unfl the
easy demonstrations of workability are behind you. Use of atatistiéal

- @
* It woidd e nice if such statistical methads could be applied s easity 1o saftwars 25 they are to widgets,
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methads as a guide 1o test design, as a means to achieve good festing at
acceptable risks, is a way of fine-tuning the procsss. It shquld be applied
only to latge, robust products with few bugs. Finally, a state of mind isn’t
enough! even the most testable soffware must be debugged, must work,
and must be hard to break, .

1.5, Test Basign

Although programmers, testers, and progtaniming managers know that
code must be designed and tested, many apgear to be unaware that tasts
themselves must be designed and tested-—dasipned by a process no less
Hgorotis and ne less controlled than that nsed for coda, Too often, test
cases are attempted without prior analysis of the program's requirements
or structure, Such test design, if you can call it that, 75 fust a haphazard
series of ad-lib cases that are not documented sither before or after the
teats are executed. Becanse they wers nat formally designed, they cannot
be precisely repeated, and no one is sure whether there was a bug or not.
After the bug has been ostensibly corrected, oo one is stre that the retest
was identical to the test that found the bug, Ad-lib tests are usefil during
debugging, where their primary purpose is to help Jocate e bug, but ag-
lib tests done in support of debugging, no matter how exhansting, are not
substitutes for dexigned tests.

The test-design phase of programming should be explicitly identified.
Instead of “‘design, code, desk check, test, und debug," the programming
process should be described as: ““design, test design, code, test code,
program inspectlon, test inspection, test debugging, test execittion, pro-
gram debugging, testing.” Giving test design an explicit place in the
scheme of things provides more visibility to that amorphous half of the
labor that often goes nnder the name **test and debug.'” It makes it legs
likely that test design will be given short shrift when tha budget's small
and the schedule’s tight and there's a vague hope that maybe this time,
Jjust this once, the system will come togsther without bugs.

1.8 Testing ksn't Everything

This is a book ot testing techniques, which are only part of our weaponry
against hugs, Research- and practice (BASIET, FAGAI'!G, MYERT7E,
WEING5, WIITTBT) show that other approaches to the creation of pood
software are possible and essential. Testing, ¥ belleve, is: stll our most
potent weapon, but there's evidence (RAGATG) that ather methods may
be as effective:r but you can't implement inspections, say, instead of
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testing because testing and inspections catch or prevent different ki.ndsj of
bugs. Today, if we want to prevent all the bugs that we can and catch
those that we don't prevent, we must review, inspect, read, ;l(:lo
walkthroughs, and then test. We don't know today the mix of approaches
to use under what circumstances, Experience shows that the “'best mik™
very much depends on things such as development environment, app]iéa-
tion, size of project, language, history, and culture. The other major
methods in decreasing order of effectiveness are as follows:

Inspection Methods—In this category I include watkthroughs, desk
checking, formal inspections (FAGAT6), and code reading, Thése
methods appear to be as effective as testing, but the bugs caught do not
completely overlap. . !

Design Style—By this term I mean the stylistic criteria used by pro-
grammers to define what they mean by a “good" program. Sticking to
outmoded style, such as “tight"" code or *optimizing"’ for performarce
destroys quality. Conversely, adopting stylistic objectives such as tdst-
ability, openness, and clarity can do much to prevent bugs,

Static Analysis Methods—These methods include anything that can| be
dane by formal analysis of source code during or in conjunction with
compilation, Syntax checking in early compilers was rudimentary and
was part of the programmer's testing."” Compilers have taken that’ﬁob
over {thank the Lord). Strong typing and type checking eliminate.l an
entire category of bugs. There's a lot more that can be done to detect

errors by static analysis. It's an avea of intensive research and develop-

ment. Forexample, much of data-fow anomaly detection (see Chap ers
5 and 8), which today is part of testing, will eventually be incorporated
into the compiler's static analysis.

Languages—The source langnage can help reduce certain kinds of
bugs. Languages continue to evolve, and preventing bugs is a driving
force in that evolotion, Curiously, though, programmers find new kinds
of bugs in new languages, so the bug rate seems to be independent of
the language used. o '

Design Methodologies and Development Environment—The design
methodology (that is, the development process used and the environ-
ment in which that methodology is embedded), can prevent many kinds
of bugs. For example, configuration control and automatic distribution
of change information prevents bugs which result from a programmer’s
unawareness that there were changes.

INTRODUCTION ©

1.7. The Pesticlkde Paradox and the Complexity Barriar

You're a poot farmer growing eotton in Alabama and the boll weevils are
destroying your crop. You mortgage the farm to buy DDT, which you
spray on your field, kifling 98% of the pest, saving the crop, The mext
year, you spray the DDT early in the season, but the boll weevils still sat
your crop becanse the 2% you didn't kill 1ast year were resistant to DDT,
You now have to mortgage the farm to buy DDT and Malathion; then next
year's boll weevils will resist both pesticides and you'Il have to mortgage
the farm yet again, That's the pesticide paradox* for boll weevils and also
for software testing, :

First Law: The Pesticide Paradox—Every method you i:se to prevenf
or find bugs leaves a residue of subtler bugs ageinst which those meth-
ods are ineffectual. :

That's not too bad, you say, because at least the software pets better
and better. Not quite! . f

Second Law: The Complexity BRarrier—Software coinplexity (and
therefore that of bugs) grows to the limits of our ability to manage that
complexity. :

By eliminating the (previous) easy bugs you allowed another escalation
of features and complexity, but this time you have subtler bugs to face,
just to retain the reliability you had before. Society seems to be unwilling
to Imit complexity becanse we all want that extra belf, whistls, and
feature interaction. Thus, our users always push us to the complexity
barrier and how close we can approach that barrier is largély determined
by the strength of the techniques we can wield against ever'more complex
and subtle bugs. :

Z. SOME DICHOTOMIES

2.1, Tasting Versus Dabugging

Testing and debupging ars often lumped under the same ht’;ading, and it's
no wonder that their roles are often confused: for some, the two words are

* The pesticide parednx for boll weevils is resalved by surrounding the catton field with = sacrificial crop
that tlie boll weevils prefor to cotton, Would tat we coiild create a sacrificial eubrouting in s softwars
systems that would atiract all the bugs. !
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synonymous; for others, the phrase “test and debug' is traated as a single
word. The parpose of testing is to show that a program has bugs. The
purpese of debugging s find the error or misconcsption that led to the
program’s failure and to design and implement the program chanpes that
correct the arror. Debugging usnally follows testing, but they differ adto
goals, methads, and most important, psychology: .

1, Testing starts with known conditions, uses predefined prucedmjés,
and has predictable cutcomes; only whether or uot the pmggjam

passes the test is unpredictable. Debugging starts from possibly bn-

known initial conditions, and the end canrot be predicted, except
statistically. .

2. Testing can and should be planned, designad, and scheduled. The
procedures for, and durstion of, debugging canaot be =0 con-
strained. i

3. Testing is 2 demonstration of siror or apparent carrectness, Debug-
ging is a deductive process. ’

4, Testing proves a programmer's failure. Debugging is the program-
mer's vindication.

5, Testing, as executed, shovdd strive to be predictable, dull, con-
strained, rigid, and inthuman. Debugging demands intuitive leaps,
conjectures, experimentation, and freedom. .

6. Much of testing can he dane without design knowledge. Debugsing
is impossible without detafled design knawledge,

7. Testing con often be done by an outsider. Debugging must be done
by an insider. ' _

R. Although there is a robust theory of testing that establishes theareti-
cal limits o what testing can and can't do, debugping has only re-
cently been attacked by theorists—and so far there are only rudi-
mentary results, .

9. Much of test execution and design can be zotomated. Automtated
debugging is still a dream.

2.2. Function Versus Structure

Tests can be designed from a functional ar 2 structural point of view. In
functional testing the program or system is treated s a black box| It is
subjected to inputs, and its outputs are verifted for conformance t0 speci-
fied behavior. The software's user shonld be concerned only with func-
tionality and features, and the program's implementation details should
not matter. Functional testing takes the nser's point of view.
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Structural esting does look at the implementation details, Such things
as programring style, control method, sonrce language, datahase design,
and coding details dominate strictural testing; but the boundary betwesn -
function and strocture is fuzzy, Good systems are built in leyers—from
the outside to the inside. The user sees only the outermost layer, the Iayer
of pure function. Each layer inward is less related to the system's func-
tions and more constrained by its structure: so what is structure to one
layer is functian to the next, For example, the user of an!online system
doesn't know that the system has & memory-allocation rontine, For the
user, such things are structural details. The memory-management rau-
tine's designer works from & specification for that routine. The specifica-
tion is a definition of *“function’” at that layer. The memory-management
routine uses  lnk-block subrautine, The memory-managément routine’s
desigrnier writes a “functional'’ specification for a link-block subroutine,
thereby defining a further layer of structural detafl and function. At
desper Tevels, the programmer views the aperating system as a structural
detafl, but the operating system's designer treats the computer’s hard-
ware logic as the stroctural detail, .

Most of this book is devoted ta models of progmme and the tests that
can be desigred by sing those models. A given model, and the associated
tests may be first introduced in & structaral context but later vsed again in
a functonal context, or vice versa. The initial choice of how to present &
madel was based oo the context that seemed most natueal for that madef
and in which it was likeliest that the model would be used for test design.
Tust as you can’t cleaely distinguish function from structuie, you can't fix
the utility of 2 madel to structural tests or functional testd. If it helps you

desipn effective tests, then use the mode! in whatever coritext it seems to
work., !

Thera's no controversy between the use of structurst versus functional
tests: both are usefol, both have limitations, both target different kinds of
bugs, Bunctionz! tests can, fn principle, detect all bugsbut would take
infinite time to do so. Structural tests arc inhereatly finite but cannot
detect all ervors, even if completely executed. The art of testiag, in part, is
in hew you choose between structaral and functonal tests,

2.3, The Deslgner Versus the Tester

T testing were wholly based on functional specifications and independent
of implementation details, then the desigaer and the testér could be com-
pletely saparated. Conversely, to design a test plan based enly on & sys-
tem’s structural details would require the software designer’s knowledge,
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and hence only she could design the tests. The more you know about the
design, the likelier you are to eliminate useless tests, which, despite func-
fional differences, are actually handled by the same rouatines over thie
same paths; but the more you know about the design, the likelier you ate
to have the same misconceptions as the designer. Ignorance of siructure
is the independent tester’s best friend and worst enemy. The naive tester
has no precanceptions about what is or is not possible and will, therefore,
design tests that the program’s designer would never think of—and matly
tests that never should be thought of. Knowledge, which is the designer(s
strength, brings efficiency to testing but also blindness to missing fur
tions and strange cases. Tests designied and executed by the software'l‘_s
designers ars by nature biased toward structural considerations and thers-
fore suffer the limitations of structural testing. Tests designed and exe-
cuted by an independent tester are bias-free and can't be finished. Part ||c_)f
the artistry of testing is to balance knowiedge and its biases against igno-
rance and its inefficiencies.

In this book I discuss the *‘tester,” “test-team member,” or “test
designer” in contrast to the *‘programmer’ and “‘program designer,’ ayif
they were distinct persons. As one goes from unit festing to wait integl"ja-

“tion, to compenent testing and integration, to system testing, and finally|to
formal system feature tesfing, it is increasingly more effective if the
‘‘tester™ and *‘programmer’’ are different persons. The techniques pre-
sented in this book car be used for all testing—from unit to sysiemt. When
the technique is used in system testing, the designer and tester are proba-

bly different persons; but when the technique is used in unit testing, {he ]

tester and programmer merge into one person, who sometimes acts as a
programmer and sometimes as a tester,

You must be a constructive schizophrenic, Be clear about the difter-
ence between your role as a programiner and as a tester. The tester in you
pust be suspicious, uneompromising, hostile, and compulsively obses;sed
with . destroying, utterly destroying, the programmer’s Software. The
tegter in you is your Mister Hyde—your Incredible Hulk, He must exer-
cise what Gruenberger calls “‘low cunning.” (HETZ73) The programmer
in you is trying to do a job in the simplest and cleanest way possible on
time, and within budget. Sometimes you achieve this by having great
insights into the programming problem that reduce corplexity and labor
and are almost correct. And with that tester/Hulk lurking in the biick-
ground of your mind, it pays to have a healthy parancia about biigs.
Remember, then, that when I refer to the “test designet’’ and ‘‘program-
mer" as separate persons, the extent to which they are separated depends
on the testing level and the context in which the technique is applied. This
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saves me the effort of writing about the same techni i
; fort que twice and you th
tedium of reading it twice. i youthe

2.4, Modularity Versus Efficiency

Both tests and systems can be modufar. A module is a discrete, well-
deﬁ_nec!, _smaﬂ component of a system. The smaller the component, the
easier it is to understand; but every component has interfaces with other
components, and afl interfaces are sources of confusion. The smaller the
compo.nent, the likelier are interface bugs. Large componénts reduce ex-
ter:_xal mteyfaces but have complicated internal logic that may be difficult
or 1_mposs1bla to understand. Part of the artistry of software design is
setting c_ompment size and boundaries at points that bhlance internal
co‘m_pln_axxty against interface complexity to achieve an overail complexity
minimization. ‘ :

Testing can and should likewise be organized into modular compa-
nents. Sma!l, independent test cases have the virtue of easy repeatability.
If an errar is found by testing, only the small test, not 2 large component
that consists of a sequense of hundreds of interdependent tests, need be
rerup to confirm that a test design bug has been fixed. Simﬂarly, if the test
ha.s a bug,'only that test need be changed and not a whole test plan, But
microseopic test cases require individnal setups and sdch such setup
!{e.g., data, {nputs) can have bugs. As with system cIes‘.ign.,E artistry comes
into test. design in setting the scope of each test and groups of tests so that
test design, test debugging, and test execution [abor are minimized with-
out compromising effectiveness. ’

2.5. Small Versus Large

I often write small analytical programs of a few hundred lines that, once
used, are discarded. Do I use formal test techniques, quia.lity AssUrance
and all ‘the rest I so passionately advocate? Of course not, and I'm not 5;
hypocrite. 1 do what everyone does in similar circumstances: I design, 1
code, I test a few cases, debug, redesign, recode, and 50 oh, much as I did
30 years ago. I can get away with such (slovenly) practices becanse I'm
programming for & very small, intelligent, forgiving, user population—
Zne._If:’s the ultimate of smail programs and it is most efﬁciently done by
intuitive means and complete lack of formality.

Let's up the scale to a larger package. I'm still the only prograpumer and
user, but now, the package has thirty components averaging 750 state-l
ments each, developed over a period of 5 years, Now I jnust create and
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maintain a data dictionary and do thorough unit testing, But T'll take my
own word for it and not bother to retain aif those test cases or to exercise
formsl configuration control, .

You can extrapolate from there or draw on your expetiences. Program-
ming in the large (DERE76) means constructing projrams that coasist of
many components written by many different persons. Proprammmag in the
small is what we do for ourvelves in the privacy of our awr offices on:as
homewark exercises in an imderpraduate programming course. Size
brings with it nonBnear scale effects, which are imperfectly underst od
today, Quafitative changes occur with size and so must testing methbds
and quality criteria. A primary example is the notion of coverage-:_—-a
measure of test completeness, Without worrying about exactly what these
terms mean, 100% coversge is essential for unit-testing, but we backl off
this requirement as we deal with ever larger software aggregates, acdept
59%.85% for most systems, and possibly as low as 50% for hage systems
of 10 million lines of code or s0.

2 6. The Builder Versus the Buyer

Most software is written and used by the same organization. Usfartu-
nately, this situation is dishonest because it clouds accountability. Nfany
organizations today recognize the virtus of indegendent software devel-
opment and operation because it leads to beiter sofiware, better secui'ity,
and better testing. Independent sofiware development does not mean that
all software should be bought from. software houses or cunsultautsl but
that the software developing entity and the entity that peys for the Soft-
ware be separated encugh to make accountability clear. I've haaﬂ;t of
cases where the software development group and the operational group
withinn the same company negatiate and sign formul contracts with|one
enother—with lawyers present. If there is no separation betweern builder
and buyer, there can be no accountahility. I there is no accountability,
the motivation for software guality diszppears and with it any setiots
attermpt to do proper testing, _
Just as programmers and testers can merge and become one, sg'can
builder and buyer. There are seversl other persans in the software devel-
apment cast of characters wha, like the above, can alsa be separaied or
merged:

1. ‘The builder, who designs for and is accountable to _
2. The buyer, who pays for the sysiem in the hope of, profits Trom
providing services to .

+
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3. The user, the ultimate bencficiary or victim of the system. The user’s
interests zre guarded by i

4. The tester, who is dedicated to the huilder’s destrudtion and

5. The operator, who hss to Hve with the builder's mistakes, the
buyer's marky specifications, the tester’s aversights, and the user's
complaints. .

2, A MODEL FOR TESTING
3.1. The Profect

Tasting is appiied to anything from subroutines to systenis that consist of
millions of statements, The archetypical system is one;that eflows the
explaration of all aspects of testing without the complications that have
aothing to do with testing but affect any very large profect. it's medium-
scale programming. Testing the interfaces betwsen different parts of your
owxn mind is very different from testing the {nterface befween you and
ather programmers sepatated from you by gecgraphy,:language, tme,
and disposition. Testing a one-shot routine that will be wun only. & few
times is very different from testing one that must run for decades and may
be modified by some urknown future programmer. Although all the prob-
lems of the solitary routine oceur for the routine that i5 embedded ina
system, the canverse is not true: many kinds of bugs just can’t exist in
solitary rottines. There is an implied context for the test methods dis-
cussed in this book—a real-world context characterized: by the following
modef praject: .
Application—The specifics of the application are unimportant. Itisa
real-time syster that must pravide timely responses: to user requesis
for services. It is an online system connected to remote terminals.

Staff—The programming staff consists -of twenty to thirty program-
mers—— big enough to warrant formality, hut not toa big to mapage—biz
enoigh to use specialists for some parts of the sysiemn's design.

Schedule—The project will take 24 months from the start of design io
formal aceeptance by the customer, Acceptance will be followed by 2 6-
month cutover period. Computer resources for development and test-
ing will be almost adequate.

Specification—The specification is good. It is functionally dotailed
without constraining the desige, but there are undocumented “under-
standings" concerning the requirements,
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Acceptance Test—The system will be accepted only after a formal
acceptance test, The application is not new, so part of the formal test
already exists. At first the customer will intend to design the acceptance
test, but later it will become the software design team’s responsibility.

Personnel—The staff is professional and experienced in programming
and in the application. Half the staff has programmed that computer
before and most know the source language, One-third, mostly junior
programmers, have no experience with the application, The typical
programmer has been employed by the programming department for 3
years. The climate is open and frank. Management's attitude is positive
and knowledgeable about the realities of such projects.

Standards—Programming and test standards exist and are usdally fol-
lowed. They understand the role of interfaces and the need for interface
standards. Documentation is good. There is an internal, semiformal,
quality-assurance function. The database is centrally developed and
administered.

Objectives—The system is the first of many similar systems that will be
implemented in the future. No two will be identical, but they will have
4565 of the code in common. Once installed, the system is expected to
aperate profitably for more than 10 years.

Sonrce—One-third of the code is new, one-third extracted from a pre-
vious, reliable, but poorly documented system, and one-third is being
rehosted (from another language, computer, operating system—take
your pick). .

History—One programmer will quit before his components are tested,
Another programmer will be fired before testing begins: excellent work,
but poorly documented. One component will have to be redone after
unit testing: a superh piece of work that defies integration. The cus-
tomer will insist on five hig changes and twenty small ones. There will
be at least one nasty problem that nobody—not the customer, not the
programmer, not the managers, nor the hardware vendor—suspected.
A facility and/or hardware delivery problem will delay testing for sev-
eral weeks and force second- and third-shift work, Several important
milestones will slip but the delivery date will be met.

Our model project is a typical well-run, successful projedt with a share
of glory and catastrophe—neither a utopian project nor a slice of hell.

‘J
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Figure 1.1. A Mode! of Testing.

3.2, Overview

Tigure 1.1 is a model of the testing process. The process starts with a
program embedded in an environment, such as a computer, an operating
system, or a calling program. We understand human nature dnd its sucep-
tibility to error. This understanding leads us to create three models: a
model of the environment, 2 model of the program, and a modei of the
expected bugs. From these models we create a set of tests, which are then
executed. The result of each test is either expected or unexpected. If
unexpected, it may lead us to revise the test, our model or concept of how
the program behaves, our concept of what bugs are possible, or the pro-
gram itself. Only rarely would we attempt to modify the environment.

3.3. The Environment

A program’s environment is the hardware and software required to make
it run. Por odline systems the environment may include cormmunications
lines, other systems, terminals, and operators. The environment also in-
cludes all programs that interact with—and are used fo create—the pro-

.
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gram under test, such as operating system, loader, linkage editor, com-
piler, utility routines.

Programmers should learn early in thelr careers that it's not smart to
blame the environment {that is, hardware and-firmware} for bugs. Hard-
ware bugs are rate. So are bugs in manufacturer-supplied software. This
isn't because logic designers and operating system programumers are bet-
ter than application programmers, but because such hardware and soft-
ware is stable, tends to be in operstion for 2 long time, and most bugs will
have heen found and fixed by the time programmers use that hardware or
software.* Because hardware and firmware are stable, we don't have to
consider all of the environment's complexity, Instead, we work with a
simplification of it, in which only the features most important to the
program at hand are considered. Our mode{ of the environment tncludes
our beltefs regarding such things as the workings of the computer'’s in-
struction set, operating system macros apd commands, and what a higher-
owder language statement will do. If testing reveals an unexpected result,
we may have to change our beliefs (oux model of the environment) to find
out what went wrong. But sometimes the environment could be wrong:
the bug could be in the hardware or firmwars after ail.

2.4. The Program

Most programs are too complicated to understend in detail, We must
simplify our concept of the program in order to test it. Se although a real
program is exercised on the test bed, in cur brains we deal with a simpli-
fied version of it—a version in which most detsils are jgnored. If the
program calls a subroutine, we tend not to think about the subroutine’s
details unless its operation is suspect. Similarly, we may ignore process-
ing details to focus on the program's control structure or jgnore controt
structure to focus on processing. As with the environment, if the simple
rondel of the program does not explain the unexpected behaviar, we may
have to madify that model to include more facts and details. And if that
fails, we may have to modify the program.

26. Bugs

Bugs are more insidions than ever we expect them to be. Yet it is conven-
ient to categorize them: initialization, calt sequence, wrong variable, and
sa on. Our notion of what is or isn’t a bug varies. A bad specification may
lead us to mistake good behavior for bugs, and vice versa. An uoexpected

'Butnmnpem&agsyﬂemandﬁmﬁmareuhugg?asmwnppﬁmﬁonsoﬁwm. S
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test result may lead us to change our notion of what & bug is—that is to
say, our model of bugs. :

While we're on the subject of bugs, I'd like to dispel some optimistic
notions that many programmers and testers have shout bugsi Most pro-
grammers and testers have beliefs about bugs that express a faivete that
ranks with belief in the tooth fairy. If you hold any of the following

. beliefs, then disabuse yourself of them because as long as you believe in

such things you will be unable to test effectively and unable to justify the
dirty tests most programs need. .
Benign Bug Hypothesis—The belief that bugs are nice, tante, and logi-
cal. Only weak bugs have a logic to them =nd are amenable to exposurs
by strictly logical means. Subtle bugs have no definable pattern—they
are wild cards. :

Buag Locality Hypothesis—The belief that & bug discovered within a
componeit affects only that component’s behdvior; that because of
structure, langusge syntax, and data organization, the symptoms of &
bug are localized to the component's designed domain, Onfy weak bugs
are so localized, Subtle bugs have consequences that are arbitrarily far
remaved from the canse in time andfor space from the component in
which they exist. '

Control Bug Dominance-—The belief that ervors in the control stracture
of programs dominate the bugs. While many casy bugs, éspecially in
components, can be traced to conirel-flow errors, dats-fow and data-
structiire ertors are as common, Subile bugs that violate dats-structure
houndaries and data/code separation can’t be found by locking only at
contro} structures. :

Code/Dair Separztion—The belief, especially in HOL PIOgramming,
that bugs respect the separation of code and data.® Furthermore, in real
systems the distinction between code and data can be hard to make,
and it is exactly that hlurred distinetion that permit such Bugs to exist.

Lingua Saivator Est—The hopeful belief that language syntax and se-
mantics (e.g., structured coding, strong typing, complexity hiding)
eliminates most bugs. True, good language features do help prevent the
stipler comiponent bugs but there’s o statistical evidence fo support
the notion that such features help with subtle bugs in big systems.

* Think abant it. How do most proprams crash? Either by exccating date ac by inadvertent modifications

of cods—in either tase, & supposedly impassible violetion of cade/datz separation.
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Clorrections Abide—The mistaken belief that a corrected bug remains
corrected. Here's a generic counterexample. A bug is believed to have
symptoms caused by the interaction of components A and B but the
redl problem is a bug in C, which left a residue in a data structure used
by both A and B. The bug is ‘‘corrected’” by changing A and B. Later,
C is modified or removed ard the symptoms of A and B recur. Subtie
bugs are like that.

Silver Bullets—The mistaken belief that X (language, design method,
représentatiou, environment—namé your own) grants immunity frou}
bugs, Rasy-to-moderate bugs may be reduced, but remember the pesti-
cide paradox.

Sadism Suffices—The common belief, especially by independent test-
ers, that a sadistic streak, low cunning, and intuition are sufficient to
extirpate most bugs. You only catch easy bugs that way. Tough bugs
need methodology and technigues, so read on.

Angelic Testers—The ludicrous belief that testers are better at test
design than programmers are at code design.* '

3.6, Tests

Tests are formal procedures. Inpuis must be prepared, outcomes pre-
dicted, tests documented, commands executed, and results nbsen:rad; all
these steps are subject to error. There is nothing magical about testing and

 test design that immunizes testers against bugs. An nnexpected test result

is as often cause by a test bug as it is by a real bug.* Bugs can creep into
the documentation, the inputs, and the commands and becloud our obser-
vation of results. An unexpected test result, therefore, may lead us fo
revise the tests. Because the tests are themselves in an environment, we
also have a mental model of the tests, and instead of revising the tests, we
may have to revise that mental model,

3.7. Testing and Levels

We do three distinct kinds of testing on a typical software syste:.m u.nitl
component testing, integration testing, and system testing. The objectives

’ iversal. For mature organizations with an established, sophisticated design and indag:pde.nt
te?ﬁ?ltgu;]:cmx in place, bug rnl;g:: are approximately nquai.. wher:'WB‘cnn (Awughly) squate one Tme of
source code to one subtest. An immature process, cb rized by inadequate r.omponr,nt'tesis. appears
to show programmer bug rates that are about 10 ﬁm‘es Iughe_r than .mdepemgeut testers’ bug rates (:2
{ests), As programmers get better at component testing and inspections, their bug rates go duw‘n A
eventually approximates the testers' bug mtes. Tester bug rates also drop, but pot as fast, Actually, we
should expect programmer bug rates to be slightly lower than tester bug rates because _thr.re aTe smore
nspeets of test design that canoat be automated than for compa:_able programming activities. Supporting
evidence for comparisons of tester and programmee bug rates is sparse and mostly anscdotal.

r

INTRODUCTION 21

of each class is different and therefore, we can expect t!im mix of test
methods used to differ. They are: -

TUnit, Unit Testing— A unit is the smallest testable piece of softwars, by
which I mean that it can be compiled or assembled, linked, loaded, and
put under the control of a test harness or driver. A unitiis asually the
work of one programimer and it consists of several hundred or fewer,
lines of source code. Unit testing is the testing we do to;show that the
pnit does not satisfy its functional specification and/or that its imple-
mented structure does not match the intended design structure. When
our tests reveal such faults, we say that there is a wnit bug.

Component, Component Testing—A component is an integrated aggre-
gate of one or more units. A unit is 2 component, a component with
subroutines it calls is a component, etc. By this (recursive) definition, a
component can be anything from & unit to an entire systern. Component
testing is the testing we do to show that the component does not satisfy
its functional specification and/or that its implemented structure does
not match the intended design structure. When our tests reveal such
problems, we say that there is 2 componerit bug.

Integration, Integration Testing—Integration is a process by which
components are ageregated to create larger components. Integration
testing is testing done to show that even though the components were
individually satisfactory, as demonsirated by successful passage of-
compomnent tests, the combination of coraponents are incorrect or in-’
consistent. For example, components A and B have both passed their
component tests, Integration testing is aimed as showing inconsisten-

cies between A and B. Examples of such inconsistencics are improper
call or return sequences, inconsistent data validation criteria, and in-

consistent handling of data objects. Integration testing .should not be
confused with testing integrated objects, which is just higher level com-

ponent testing. Integration testing is specifically aimed at exposing the

problems that arise from the combination of compodents. The se-
quence, then, consists of component testing for comporents A and B,

integration testing for the combination of A and B, and finally, compo-

nent testing for the **new'’ componeat (A,B).*

* I'm indebted to one of my seminar students for the following elegant E[lustrnti:;n of companent aod

Integration testing issues, Consider & subroutine A, which cells itself recursively. Initial component
testing does not include the called subcomponents; therefore the recursive call of A by A is not tested,

Integration testing is the test of the A call and return, The new, integrated component is clearly a differant

kind ofcomponent because it invokes the recurstve call support mechanisms (2.3, the stack), which were

ot tested before; therefore, as a “new’* component, it nesds additional testing, .
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System, System Testing—A system is a big component. System testing is '

aimed at revealing bugs thai cannot be atiributed {o components as
such, to the mconsistencies between components, or to the planoed
interactions of components and other ohjects. System testing concerns
issues and behaviors that can only be exposed by testing the entire
integrated system or & major part of it. System testing includes testing
for performance, security, accountability, configuration sensitivity,
start-up, and recovery.

This book cancerns component testing, but the techniques discussed
here zlso apply to integration and system testing. There aren’t any special
intepration and system testing techniques but the mix of effective tech-
niques changes as our concern shifis from components to integration, to
system. How and where integration and system testing will be covered is
‘discussed in the preface to this book. You'll find comments on fechniques
concerning their relative effectiveness as applied to component, integra-
tion, and system testing throughout the book. Such comments are in-
tended to guide your selection of a mix of techniques that best matches
your testing concerns, be it component, integration, or system, or some
mixture of the three.

3,8. The Rols of Modsis

Testing is a process in which we create meatal models of the environ-
ment, the program, human nature, and the tests themselves. Each model
ja used either until we accept the hehavior as correct or until the model is
no longer sufficient for the purpose, Unexpected test results always force
2 revision of some mental model, and in tum may lead to a revision of
whatever is being modeled. The revised model may be more detailed,
which is to say more complicated, or more abstract, which is to say
simpler. The art of testing consists of creating, selecting, exploring, and
revising models. Our shility to go through this process depends on the
mimber of different models we have at hand and their ahility to express a

program’s behavior. A

4, PLAYING POOL AND CONSULTING ORACLES
4.1. Playing Pool .

Testing is like playing pool. There's real pool and there's kiddie pool. In
kiddie pool you hit the balls, and whatever pocket they fall into you claim
us the intended pocket. It's not much of a game and, though suitzble for
10-year-olds, it"s no challenge for an adult. The objective of real pool is to
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specify the pocket in advance: similarly for testing. There’s real testing

and there's kiddie testing. In kiddie testing the tester says, algl’ter the fact,
that the observed outcome of the test was the expected cutcome. In real
testing the outcome ix predicted and documented before the test iy ran. If
a programmer can’t reliably predict the outcome of 2 test before it is run,
then that programmer doesn't understand how the program works or what
it's supposed to be doing. The tester who can’t make that kind of predic-
tion doesn't understand the program’s functional objectives. Such misun-
derstandings lead to bugs, either in the program or in its tests, ot both,

4.2, Oracles

An eracle (HOWD78B) is any program, process, or body of data that
specifies the expected outcome of a set of tests as applied to a tested
object. There are as many different kinds of oracles as ther are testing
concerns. The most common oracle is an input/outcome oracde—an ora-

“cle that specifies the expected outcome for 2 specified input. When used

withtout qualification, the term means input/outcome oracle. Other types
of oracles are defined in the glossary and will be introduced as required.

4.4. Sources of Oracles

If every test designer had to analyze and predict the expected behavior for
every test case for every component, then test design would be very
expensive. The hardest part of test design is predicting the expected
outcome, but we often have oracles that reduce the work. Here are some
sources of oracles: 5

Kiddie Testing—Run the test and see what comes out. No, I didn't lie
and I'm not contradicting myself, II's a question of discipline. If you
have the outcome in front of you, and especially if you have intermedi- .
ate values of internal variables, then it's much easier to validate that
outcome by analysis and show it to be correct then it is to predict what
the outcoms should be and validate your prediction. The problem with
kiddie testing as an oracle is that it is very hard to distinguish between
its use as an adjunct to prediction and as pure kiddie| testing. I the
personal discipline and the contrals are there, and if there is 2 docu-
mented analysis that justifies the predicted outcomes, then does if mat-
ter if that analysis was aided by kiddie testing? : t

Regression Test Suites—Today, software development aad testing are
dominated not by the design of new software but by rework and matnte-
pance of existing software. In such instances, most of the tests you
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need will have been run on a previous version. Most of those tests
should have the same outcome for the new version. Quicome predie-
tion is therefore needed only for changed parts of components.

Purchased Suites and Oracles—Highly standardized software that
(should) differ only as to implementation often has commercially avail-
able test snites and oracles. The most common examples are compilers
for standard languages, communications protocols, and matheratical
routines. As more software becomes standardized, more oracles will
emerge as products and services.

Existing Program—A - working, trusted program is an excellent oracle.
The typical use is when the program is being rehosted to a new lan-
guage, operating system, environment, configuration, or to some com-
bination of these, with the intention that the behavior should not change
as-a result of the rehosting.

5. 1S COMPLETE TESTING POSSIBLE?

If the objective of testing were to prove that a program is free of bugs,
then testing not only would be practically impossible, but also would be
theoretically impossible, Three different approaches can be used to dem-
onstrate that a program is correct; tests based on structure, tests based on
function, and formal proofs of correctness. Each approach leads to the
conclusion that complete testing, in the sense of & progfis neither theorst-
ically nor practically possible (MANN78).

Functional Testing—Every program operates on a finite number of in-
puts, Whatever pragmatic meaning those inputs might have, they can
always be interpreted as a binary bit stream. A complete functional test
would consist of subjecting the program to afl possible input streams,
For each inpnt the routine either accepts the stream and produces a
correct outcome, accepts the stream and produces an incorrect out-
come, or rejects the stream and tells us that it did so. Becanse, the
rejection message Is itself an outcome, the problem is reduced to verify-
ing that the correct outcome is produced for every input. But a 10-
character input string has 2%® possible input streams and corresponding
outcomes, So complete functional testing in this sense is impractical,*
But even theoretically, we can't execute a pureily functional test this
way because we don't know the length of the string to which the system
is responding, Let's say that the routine should respond to a 10-charac-

* At one test per microsecond, twice the current estimated age of the universe,
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ter siring, It should be reset after the tenth character, and the next 10
characters should constitute a new test. Unknown to us, the routine has
a huge buffer and is actually responding to 10,000-character strings.
The bug is such that the program will appear to provide a proper out-
come for every 10-character sequence the first thousand times and fail
on the 1001st attempt. Without a limit to the routine’s mefmory capac-
ity, which is a structural concept, it is impossible even m‘pnnmple to
prove that the routine is correct. .

There are two more problems: the input sequence generator and the
outcome verifier. Should we assume that the hardware and software
used to generate the inputs, to compare the real ontcome to the ex-
pected outcome, and to document the expected outcome dre bug-free?
Pure functional testing is at best conditional on an unverifiable assump-
tion. that all test tools and test preparamon iools are correct and that
only the tested toutine is at fault; in the real world of testmg, that
assumption is silly,

Stroctural Testing—One should design encugh tests toiensure that
every path through the routine is exercised at least once. Right off
that’s impossible, because some loops might never terminate. Brush
that problem aside by observing that the umverse—-mcludmg all that's
in it—is finite. Even so, the number of paths through a small routine
can be awesome because sach loop multiplies the path count by the
number of times through the loop. A small routine can have millions or
billions of paths, so total path testing is usually mpracﬁca! although it
can be done for some routines. By doing it we solve the problems of
nnknown size that we ran into for purely functional testing; however, it
doesn't solve the problem of preparing a bug-free input, a bug-free
response list, and a bugfree test observation, We still need those
things, because pure structural testing can never assuré us that the
routine is doing the right thing.

Correctness Proofs—Formal proofs of correctness rely on a combina-
tion of functional and structural concepts. Requirements are statedina
formal language (e. B mathematics), and each program statement is
examined and used in a step of an inductive proof that the routine will
produce the correct outcome for all possible input sequences The prac-
tical issue here is that such proofs ars very expensive and have been
applied only to numerical routines or to formal proofs for crucial soft-
ware such as a system’s security kernel or portions of compilers. But
there are theoretical objections to formal proofs of correctness that go
beyond the practical issnes. How do we know that the specification is
achievable? Its consistency and completeness must be pmved and in
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peneral, that is a provably unsolvable problem. Assuming that the spec-
ification has been proved correct, then the mechanism used to prove
the program, the steps in the proof, the logic used, and so on, must be

~ proved (GOOD75). Mathematicians and logicians have no more immu-
nity to bugs than programmers or testers have, This also leads to never-
ending sequences of unverifiable assumptions.

2 .
THE TAXONOMY OF BUGS

Manna and Waldinger (MANNT78) have clearly summarized the theo-
retical barriers to complete testing:

*“We can never be sure that the specifications are cotrect.”

) [ “No verification system can verify every correct program.” 1. SYNOPSIS

““We can never be certain that a verification system is correct.” What are the possible consequences of bugs? Bugs are categorized. Sta-

tistics and occurrence frequency of various bugs are given.

[

Nat only are all known approaches to absolute demonstrations of cor-

i rectness impractical, but they are impossible. Therefore, our objective

i) must shift from an absolute proof to a suitably convincing demanstra- 2. THE CONSEQUENGES OF BUGS

tion—from a deduction to a seduction. That word “suitable,” if it is to 2.1. The kmpartance of B

%5 have the same meaning to everyone,. implies a quantitative measure, “t e ugs -

b which in tumn jmplies a statistical measure of software reliability. Our The importance of & bug depends on frequency, correction cost, installa-
3'2 goal, then, should be to provide encugh testing to ensurc that the proba~ tion cost, and consequences. -

e

bility of failure due to hibernating bugs is low enough to accept.
“Bnough' implies judgment. What is enough to a video game is insufh-
cient to a nuclsar reactor, We can, expect that each application will even-
tually evolve its own software reliability standards. Concurrently, test frequent bug typas.
techniques and reliability models will evolve so that it will be possible, . \ T
based on test results, to make & quantitative prediction of the routine’s _ Correction Cost—What does it cost to correct the bug after it’s been
reliability. found? That cost is the sum of two factors: (1) the cpst of f_.i!scOVet?" and
€ (2) the cost of correction. These costs go up dramatically the Iater in the
development cycle the bug is discovered. Correction cost also depends
. on system size. The larger the system the more it costs to correct the
: same bug.

Frequency—How often daes that kind of bug oceur? See Table 2.1 on
page 57 for bug frequency statistics. Pay more attention to the more

Installation Cost—Installztion cost depends on the number of instala-
tions: small for a single-user program, but how about a PC operating
system bug? Installation cost can dominate all other casts—{ixing ane
simple bug and distributing the fix could exceed the entire system’s
development cost. .

Cousequences—What are the conseguences af the bug? You mights
measure this by the mean size of the awards made by juries fo the
vietims of your bug. ﬁ
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